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Java CAPS Support for Financial Transaction Standards

  Ashish Banerjee (ashish.banerjee@sun.com)

Management Summary :

B2B e-Marketplace needs to be built upon standards. 

Java CAPS is Sun's integrated SOA platform.

Java CAPS can support all the standards that are in use in the BFSI industry.

Java CAPS support includes IFX, ISO20022, SWIFT, TWIST, EDIFACT, ebXML, FIX and more.

Data security is of primary concern to the banking and financial industry. Java CAPS supports PKI and XML encryption and XML digital signature through core Java API. Also WS-Security standard is also supported.
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B2B Standards  

This section summarizes the evolution of financial transaction standards. Financial standards have evolved from ad hoc binary to ASN.1 to TLV (Type Label value) and finally to XML based messaging.  

At the same time the focus of the standards shifted from data formats to catalog and element dictionary based approach. This evolved to transaction orientation ( as seen in ISO8583). Thereafter, process orientation was adopted. Finally in UNIFI, we see the ultimate UML (Unified Modeling Language) process definition mapped to XML schema.

As in natural evolution, humans evolved from apes, which in turn evolved from reptiles. Yet most of all the evolutionary species co-exist in this world.

Similarly, in the financial world, EDIFACT to ISO8583 co-exist with cutting edge IFX and ISO20022 in a banking enterprise. 

Java CAPS supports all these standards and bridges them using SOA principles. 

EDI

EDI ( Electronic Data Interchange ) was invented in mid sixties, in the CICS (Customer Information Control System) COBOL days, but every company had their own version. VAN (Value Added Network) service providers provided a WAN (Wide Area Network) over which companies exchanged EDI messages. EDI was standardized around 1975. [EDI-HIST]

UN ( United Nation) backed the EDIFACT (EDI for Finance, Administration, Commerce & Transport)  standardization in the mid 80's. It became very popular.

X.25 was mostly used for EDI. Its used continued till late 90's.

Many banks including, Royal Bank of Scotland still uses EDIFACT for credit card processing. RBI and Bank of England still uses CICS. 

ANSI X12 was formed in 1979 and the first version was published in 1982. 

In 1990, ANSI X12 started the process of  converging its standards with EDIFACT . 

The Financial Information eXchange (FIX) protocol was created by a community of traders and bankers, lead by Barkley's,  for currency and bond trading in 1992. Much like protocols of that era it too like ISO8583 had TLV (Type Label Value) Syntax. However, post Y2K they have moved towards XML through FIXML. However, the TLV structure is still prominent. 

ISO8583

 ISO 8583 is mainly used for Credit Cards and later was reused for ATM messaging. It has two main versions 1987 and 1993. Base 64, is the biggest player in this area and hugely influenced the standardization process. In India, the 1987 version is still in use for ATM and credit card processing.

Again, it has a TLV structure. Though data is ASCII encoded, it has two bitmaps, of 8 bytes each. One mandatory and other optional. This it has 128 fields defined. This limits its extendability and also it makes parsing complicated. 

It introduced an innovation that made it hugely successful. That is, it has transactional concept built into the messaging protocol. For example, debit transaction has 5 request/response messages, that allows rollback of the transaction, if communications link fail.

SWIFT

In 1973, 239 banks in 15 countries formed Society for Worldwide Interbank Financial Telecommunication (SWIFT) in Brussels.

SWIFT has a dedicated WAN called SWIFTNET and is mainly used for inter-country money transfers. Though, Sweden has based their RTGS (Real Time Gross Settlement) on SWIFT standards. Its use within a country, is inhibited by the per message royalty payment clause to the SWIFT organization. [SWIFT]

In 1997, ISO15022 was adopted by SWIFT. ISO15022 standard was based on a data dictionary approach. 

 Around, 2003 SWIFT started using PKI (Public Key Infrastructure) [PKI] and XML formats.

 ISO 15022 2nd ed. is pure XML also called SWIFTML. It has a element dictionary based approach. 

XML Based Standardization

 In 1997 Mastercard and Visa developed SET (Secured Electronic Transaction) protocol.

[SET]

Though it was pure XML and used concepts of XML encryption [XML-ENC] and XML digital Signature [XML-DSIG], its populatrity was hampered due to the fact that XML was still an emerging standard. Also the standard was written in very complex manner [SET], thus it died a slow death. Now the standard is not easily available on Internet.

OFX (Open Financial eXchange) [OFX] was also an early XML financial transaction protocol, that silently faded away. It was created in 1997 by Microsoft and Intuit along with Check-Free . Its main focus was retail banking (B2C). 

It supported bill payment, bill presentment and investments instruments like stocks, bonds and mutual funds. 

It died due to non-participation by other industry players and was mainly driven by technology companies and with a couple of banks supporting it.

However, the learnings from OFX and SET were used to create IFX Forum [IFX]. IFX has a wide participation from Banking as well BFSI technologies companies. IFX first version was released in 2004. In 2007, IFX version 2 is being released. IFX covers most aspects of Businesses as well as retail banking. Like, ATM/POS, Electronic Bill Presentment and Payment, Business Banking and Credit Application Processing.

The IFX XML schema are object oriented and by far the best protocol, in terms of ease of use, forward looking (it supports Web Services), simple documentation and free to use open standard. [IFX]

In 1999 X12 came out with its XML version. [X12]

In the same year, UN sponsored OASIS (Organization for the Advancement of Structured Information Standards) formed  EBXML committee for EDIFACT migration to XML. in 2001 EBXML was standardized. [EBXML]

Not only did it have a process orientation, it also used UML (Universal Modeling language) to define procedures and processes. It also had catalog and dictionary concepts.

Its XML Schema was also well defined but complexity inhibited its popularity.

UBL (Universal Businesses Language) [UBL] was derived from EBXML to make it simple for adaptation. UBL is widely used. For example, TWIST has adopted it. UBL is in version 2 currently.

TWIST [TWIST] is an open and free to use XML standard for  STP (Straight Through Processing). Its was first adopted in 2004, and is a European banking industry initiative.

TWIST has focus on foreign exchange, money markets, and fixed income instruments, and supports straight through processing (STP) throughout the trade life cycle, including trade origination, trade execution, trade confirmation, settlement, reconciliation and reporting.

TWIST is easy to understand and is highly process oriented. 

 FpML [FPML] is another freely available XML standard for  OTC (Over the Counter) Derivatives swamping.

MDDL (Market Data Definition Language) [MDDL] is also open and free XML standard focused on trade financial instruments. It released its first version in late 2001. Version 2.5 is expected to be released in mid 2007.

FIX is again an European initiative. Its XML based open and free to use standard [FIX]. EU and UK have another initiative called Faster-Pay, that is an umbrella specification adopting the best practices. 

All the diverse XML standards are now converging, through co-operation and collaboration. One such initiative is UNIFI.

UNIFI (ISO20022) has more process orientation. It has a UML to XML Schema transformation.

UNIFI envisions to merge and unify all the XML financial protocols.

It is open but not free. [UNIFI]

Choice of Protocols

Unless a legacy system needs to be integrated, standards based WS (Web Services) are recommended.

However, even within the XML standards the focus of use vary. Therefore an banking enterprise may consciously support multiple standards and use Java CAPS to integrate them. 

Even adopting UNIFI will need the use of  Java CAPS.

Java CAPS supports all XML protocols and security standards. Apart from these, 80 out-of-the-box integration adapters (called eWays) are provided. That include CICS, EDI and SWIFT. 
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Protocol
Support
Remarks

CICS
Supported 
eWay

EDIFACT
Supported
eWay

SWIFT
Supported
eWay

ISO8583
Indirect Support
[JPOS] JPOS is an open source project that converts  ISO8583 to XML. Also customized ODT can be developed, if required.

IFX
Supported
XML protocol supported through XSD ODT

ISO20022
Supported
XML protocol supported through XSD ODT

ebXML
Supported
XML protocol supported through XSD ODT

UBL
Supported
XML protocol supported through XSD ODT

ANSI X12 
Supported
eWay

FIX
Supported
XSD ODT

TWIST
Supported
XSD ODT

UBL
Supported
XSD ODT

Data Security

In Banking and financial domain data equal money. Moreover, 80% of the security breaches happen internally. Therefore, data security is of critical importance. 

In the EDI era, messaging were not encrypted. Not only that, no network level security was employed. This worked because of private nature of the value added network. 

However, since then security have been adopted in a large scale, necessitated by multiple networks spanning continents, multiple vendors and inter-enterprise data interaction.

At the layer 2, MPLS (Multiprotocol Label Switching) [MPLS] is used. However, MPLS works only when a single VPN vendor is involved.

SSL (Secured Socket layer) and TLS (Transport Layer Security0 [TLS] operate at socket layer of TCP/IP. The use PKI (Public key Infrastructure) concepts and algorithms [PKI]. It's limitation is that its a point-to-point protocol.

Web Services Security [WSS] use PKIX   (Public key Infrastructure for XML) [PKIX]  based messaging layer security.

Applications can also use XML encryption [XML-ENC]  and digital signature [XML-DSIG] to encapsulate the financial transactions.

Java CAPS supports all Data Security standardizations. This has been verified and audited by an independent reputed third party. [JCAPS-AUDIT]
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